
Ransomware is one of the most damaging cyber threats facing organizations today, with global damages 
projected to reach $20 Billion by 2021. Instead of stealing data, ransomware encrypts a victim’s data so that it is 
unusable. Once the victim’s assets are frozen, the attacker can demand payment, typically in the form of Bitcoin or 
other cryptocurrency, in exchange for the keys needed to decrypt and recover the affected files. 

And while the payments demanded by attackers have continued to rise (often reaching to $100,000 or more), 
these demands often pale in comparison to the overall costs which regularly reach into the millions of dollars due 
to lost productivity, lost business, and cleanup costs. And unlike traditional malware, which has often focused on 
financial data or PII, virtually every industry has proven to be a target for ransomware.

Ransomware is also forcing organizations to reevaluate their defenses, particularly with the adoption of the 
public cloud with its shared responsibility model. Since ransomware attackers have no need to exfiltrate data, the 
timeline of an attack becomes compressed. The attacker simply needs to gain access to the environment and 
spread to key assets. The traditional slow protections of sandbox analysis or other security analytics will often 
only identify a problem well after the attacker has been able to cause damage. Even with appropriate backups, an 
attack can disrupt an organization for days.

As a result, organizations need to be able to detect ransomware with certainty and respond before the attack can 
cause damage. This requires a new approach, and Blue Hexagon offers one of the only solutions that can offer 
the speed, accuracy, and ability to act to truly protect an organization from modern ransomware.

The History and Evolution of Ransomware

Ransomware has existed in some form for decades. The modern era of ransomware began in earnest in 2012 
and 2013 with the release of Reveton and CryptoLocker ransomware respectively. However, ransomware 
became a household name in 2017 with the release of WannaCry. WannaCry took advantage of a wormable 
vulnerability in SMB and the NSA exploit known as EternalBlue to spread throughout an infected network to 
cause damage. 

WannaCry was itself not particularly successful in terms of the amount of money it made, but it served as a 
harbinger of the enterprise-focused ransomware to come. Instead of disabling individual machines, attackers 
could spread throughout an organization to cause massive operational disruptions - and these widespread 
disruptions could translate into much higher ransom demands.

Ransomware Targets By Industry

One of the defining characteristics of ransomware is that virtually any organization can be a target. Unlike other 
threats that target payment card or banking information, ransomware has no need to use or resell stolen data. 
By encrypting an organization’s most valuable data, ransomware can bring operations to a standstill and cause 
massive disruption and financial loss for any organization.

And while anyone can be a victim of ransomware, certain sectors have been disproportionately affected. While 
the financial sector has long been a target for malware, ransomware has increasingly shifted to somewhat 
softer targets. State, local governments, and education have been particularly hard hit, with as many as 66% 
of ransomware attacks being focused on SLED organizations. Healthcare organizations have likewise been a 
popular target for ransomware due to the high sensitivity to any downtime. 

However, it would be a mistake to think that ransomware risk is somehow limited to government agencies. These 
organizations typically have far fewer cybersecurity resources at their disposal and as such have made easy 
targets for attackers. Yet, ransomware remains a rising threat to any organization.
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Comparing Blue Hexagon to Traditional Ransomware Security

While the security industry is somewhat infamous for claims of “the next big thing”, Blue Hexagon is able to 
provide hard metrics that fundamentally change the way organizations can address ransomware. 

Blue Hexagon Detection Capabilities

The Shift to High Value Assets and the Limits of Backup

Over the following years, ransomware families quickly evolved to shift their focus to enterprises of all types as well 
as state and local governments. Instead of simply encrypting data on laptops, ransomware such as SamSam, Ryuk, 
and Phobos have focused on spreading throughout a victim network to target high value assets including servers, 
applications, and databases. 

A recent analysis found that over 60% of the vulnerabilities used by enterprise ransomware specifically targeted 
servers and higher value assets. With the lure of higher value assets and higher value ransoms, it is easy to see 
why ransomware continues to focus on organizations instead of individuals. 

And probably the most concerning for enterprises is the fact that downtime from ransomware attacks is rapidly 
getting worse despite increased backup efforts. Analysis from ransomware recovery firm, Coveware has seen 
the average downtime almost triple from 4.2 days in Q3 of 2018 to 12.1 days in Q3 of 2019. This is due to a variety 
of factors including ransomware that is targeting data backups, application configuration files, databases, and 
network domain controllers. These targets in addition to the sheer volume of infected devices can make recovery 
considerably slower and in some cases impossible without paying the attacker’s ransom. This further accentuates 
the need for better ransomware prevention instead of relying on recovery. 

Developing the Speed and Certainty to Fight Ransomware

Clearly, preventing ransomware attacks and disrupting any active attacks is more important than ever before. 
This requires two critical improvements in security - the ability to detect malware even as it evolves to avoid 
signatures, and the ability to do so at near real-time speed. Blue Hexagon delivers on these requirements 
with a new approach to malware detection based on deep learning. The solution is able to detect known and 
unknown malware with near 100% accuracy at sub-second speeds. This allows organizations to detect and stop 
ransomware before it ever takes hold in an environment, and in the process, shifts the focus from attack recovery 
to attack prevention. 

This combination of speed and certainty fundamentally changes how organizations can respond to advanced 
threats and malware. Instead of dwell times that often stretch on for days or weeks, Blue Hexagon can render 
definitive verdicts in less than a second. 

This opens the door to fully automated responses that can stop a ransomware attack before the malware is able 
to spread and affect key assets. This could include blocking malicious payloads during download or quarantining 
affected hosts. Such enforcement actions could be driven via SOAR-based automation playbooks or even directly 
by Blue Hexagon via its integration with firewalls and endpoint security product APIs.
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In the table below, we can see how Blue Hexagon’s capabilities translate to better ransomware protection as 
compared to the most common network security tools.

Limited to detection of 
known threats based on 
signatures and blacklists.

IDS/IPS Detects both known and 
unknown threats without 
the need for signatures or 
outside intelligence.
Specifically identifies the 
type of threat and threat 
family.

Ransomware C2 and 
payloads are constantly 
evolving to be a step 
ahead of signatures. 
Blue Hexagon detects 
these evolving threats 
with certainty whether or 
not they have been seen 
before.

Analysis is slow, at best 
this can take minutes 
but the typical analysis 
time is in the hours or 
days. Success depends 
on factors such as the 
file size, file types and 
the operating systems. 
Malware has also 
become adept at evading 
sandbox detection, and 
many detections are 
inconclusive.

Malware Sandboxes Definitive detections are 
rendered in less than a 
second.

Attacks can be disrupted 
before the true 
ransomware payload 
is delivered and before 
an infection has the 
opportunity to spread.

Traditional Security 
Control

Traditional 
Challenges

Blue Hexagon 
Advantages

Value to Stopping 
Ransomware

Analysis begins very late 
in the attack lifecycle, 
detections take a long 
time, and often require 
manual analysis in order 
to verify.

NTA and Security 
Analytics

Blue Hexagon sees all 
phases of the attack 
including initial infections.

Shifting from human-
assisted analysis and 
responses measured 
in seconds lets 
security teams prevent 
ransomware from causing 
damage.



Example Ransomware Attack

1. Initial Compromise - Ransomware attacks can begin in a variety of ways often via phishing, brute-forcing  
 exposed RDP ports, or exploiting an exposed vulnerability. In the example below we will follow an infection  
 via a phishing attack, which is one of the most common vectors of attack. The initial email could contain a   
 weblink to a malicious site that could perform a drive-by-download or serve up a malicious document such  
 as a PDF or Word Doc to the user. 

2. Malware Dropper - In either case, the attacker will need to turn this initial access into a more persistent   
 foothold of operations. The first step is often to download a dropper which is responsible for coordinating  
 the download of more malicious payloads. 

3. Trojan and Ongoing Control - Once installed, the dropper will often download a trojan. Trojans can have  
 a variety of additional malicious capabilities, but in this context they provide a persistent backdoor on   
 the infected system through which more complex steps of the attack can be coordinated. For example,   
 Trickbot is a well-known banking malware, but has also been a part of ransomware attacks by delivering and  
 coordinating ransomware such as Ryuk.

4. Download Ransomware and Spread - At this point the attacker is ready to deliver the ultimate   
 ransomware payload. It is also important to remember that enterprise ransomware will attempt to infect  
 additional hosts and spread throughout the enterprise to cause the greatest possible damage. In some cases,  
 this lateral movement can be performed by the trojan or by the ransomware itself. For example, both Trickbot  
 and  Ryuk have been observed using the EternalBlue to exploit the MS17-010 vulnerabilities to spread via SMB.

5. Coordinate and Encrypt - Once spread, the ransomware attackers will often want to further coordinate   
 the attack for maximum impact. This may include seeking out and targeting any backups or taking over   
 domain controllers to further spread malware. Ultimately, the encryption will often be coordinated in order to  
 limit the time defenders have to respond.

To see how Blue Hexagon applies, let’s first review the infection process and lifecycle of a typical enterprise 
ransomware attack.

Applying Blue Hexagon to the Lifecycle of a Ransomware Attack

Blue Hexagon applies deep learning to traffic headers, protocols, and payloads in order to find threats across all 
phases of attack. This enables the solution to identify threats in a variety of ways including malware executables, 
malicious documents, and a wide variety of malicious communications such as command-and-control traffic (C2). 
Each one of these detections can be delivered with the aforementioned sub-second speed and accuracy. 

This approach becomes particularly powerful in the case of a ransomware attack.
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Blue Hexagon provides a variety of opportunities to detect and disrupt this attack process in real time, even if 
none of the components have been seen before. The majority of phases rely on a combination of command-
and-control traffic and the delivery of a payload. Blue Hexagon deep learning models detect malware and its 
manifestations in both payloads and headers, and are thus applicable to all phases of the ransomware attack kill 
chain. For example, by revisiting our previous example, we can see the following:

• Initial Compromise - Blue Hexagon models detect the initial network communications to the malicious site  
 used to deliver the malicious word doc. Blue Hexagon also detects the malicious Word document.

• Dropper, Trojan, and Ransomware Chain - Next, Blue Hexagon detects the C2 and payload associated  
 with each subsequent phase of malicious code delivery. In each step the C2 models and payload detection  
 models would be used to identify the threats.

• Lateral Movement - Blue Hexagon detects attacker attempts to utilize the Server Message Block (SMB)   
 protocol to move laterally, by detecting multiple connection attempts to an SMB share, attempts to write and  
 execute against the same targeted host within a period of time, or transfer malware over SMB.

And while this approach gives a variety of opportunities to detect the threat, the most important aspect is 
the speed with which the detections are rendered. Instead of requiring minutes or days before a sandbox or 
analytics platform renders a verdict, Blue Hexagon identifies the threat in real time. Instead of requiring a 
manual investigation from an analyst or waiting days for new malware signatures, Blue Hexagon can detect with 
certainty and take action automatically. This creates a new window in which ransomware attacks can be stopped 
preemptively before damage or spreading occurs. 

Additionally, the ability by Blue Hexagon to detect malware and its manifestations across multiple phases of the 
attack kill chain means that it becomes very difficult for an attacker to craft an attack that could evade all of the 
deep learning models utilized on the platform. 

Conclusion

The examples provide a basic introduction to the ways that Blue Hexagon can address one of the most damaging 
cyberthreat facing organizations today. However, this approach is not limited only to ransomware. Ultimately the 
same concepts apply to a wide variety of malware. When organizations can finally deal with unknown threats in 
real time, then the balance of power shifts back in favor of the defenders. 

If you would like to learn more about Blue Hexagon or see the solution for yourself, please reach out to us at 
inquiries@bluehexagon.ai or www.bluehexagon.ai.
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